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Chapter 1 – Introduction

1.1
PURPOSE

This HUD Guidance provides policies and procedures governing the Personal Identity Verification (PIV) and Smartcard (HUD ID Badge) issuance requirements of the following directive, standards, and policies:

· Homeland Security Presidential Directive 12 (HSPD-12), “Policy for a Common Identification Standard for Federal Employees and Contractors,” dated August 27, 2004

· National Institute of Standards and Technology (NIST) Federal Information Processing Standards 201 (FIPS 201), Personal Identity Verification (PIV) of Federal Employees and Contractors, dated February 25, 2005

· Office of Management and Budget (OMB) Memorandum M-05-24, dated August 5, 2005

HSPD-12 mandates the development and implementation of a mandatory, government-wide standard for secure and reliable forms of identification issued by the Federal Government to its employees and contractors (including contractor employees).

FIPS 201 defines a reliable, government-wide Personal Identity Verification (PIV) process for use in applications such as access to federally controlled facilities and information systems.  It also specifies a PIV Part I (PIV-I) system within which common identification credentials can be created and later used to verify a claimed identity. 

OMB Memorandum M-05-24 provides guidance for implementing the requirements in FIPS 201 and HSPD-12.  The guidance clarifies timelines, applicability, and the requirements of PIV-I.

For purposes of this Guidance, HUD organizations are collectively referred to as “Offices.”

No provision in this Guidance shall have the effect of nullifying or limiting protections for equal employment opportunity as defined under Title VII of the Civil Rights Act, 42 U.S.C. 3535(d), Executive Order (EO) 11478, or HUD’s implementing regulations under 24 CFR Part 7.  HUD will not implement this Guidance in such a way as to impede equal employment opportunity on the basis of race, color, religion, sex, national origin, age, or disability.

1.2
BACKGROUND

In years past, government agencies required levels and means of authenticating Federal employees and contractors as a requirement to enter government facilities and use of government systems.  Where appropriate, the agencies also implemented authentication mechanisms to allow access to specific areas or systems.  The methods and level of assurance for authentication and authorization (i.e., identification and permission) varied widely from agency to agency, and sometimes within a single agency.

HSPD-12 requires that all government agencies develop specific and consistent standards for both physical and logical identification systems.  The National Institute of Standards and Technology’s (NIST’s) FIPS 201 establishes detailed standards on implementing processes and systems to fulfill the requirements of HSPD-12.  FIPS 201 outlines two phases to implementing an HSPD-12 program.  Part I (PIV-I) describes the registration and identity proofing process that must be in place beginning October 27, 2005.   Part II (PIV-II) describes the technical and interoperability requirements of an HSPD-12-compliant system that must be in place beginning October 27, 2006.  This Guidance addresses the PIV-I requirements only.

The 2002 Federal Information Security Management Act (FISMA) does not permit waivers to the FIPS 201 standards.

1.3
APPLICABILITY

According to FIPS 201, the standard “is applicable to identification issued by Federal departments and agencies to Federal employees and contractors (including contractor employees) for gaining physical access to Federally controlled facilities and logical access to Federally controlled information systems except for ‘national security systems’ as defined by 44 U.S.C. §3542(b)(2).” 

Specifically, PIV-I applies to all Federal employees, as defined in title 5 U.S.C §2105 “Employee,” within a department or agency.  In addition, all individuals under long-term (6 months or longer) contract to the Federal government will be subject to PIV.

It is not required that temporary employees (less than 6 months), short-term guests, and occasional visitors to Federal facilities be subject to PIV-I.  These individuals can be issued alternate credentials as described in section 2.6 of this Guidance.  HUD reserves the right to subject any individual to the PIV-I process following a risk-based assessment.  HUD Handbook 732.3, HUD Personnel Security/ Suitability, outlines background checks for temporary federal employees, contractors, and others employed for less than 6 months.  These background checks are long-standing requirements, not a new requirement of the PIV-I process. 

(See Appendix A for an excerpt from OMB Memorandum M-05-24 ) 

1.4
SCHEDULES AND DEADLINES 

Per HSPD-12, FIPS 201, and OMB Memorandum 05-24, all Federal Agencies must create and implement a PIV-I-compliant process beginning no later than October 27, 2005. 

All Agencies must create and begin implementation on a PIV-II-compliant system for new employees and contractors beginning no later than October 27, 2006.
All existing HUD contractors must be identity proofed (with at minimum a National Agency Check with Written Inquiries (NACI)) no later than October 27, 2007.
All Federal employees with less than 15 years of Federal service as of October 27, 2005 must be identity proofed with at minimum a NACI no later than October 27, 2007.
All Federal employees with more than 15 years of Federal service as of October 27, 2005 whose NACI or other OPM approved background investigation might not be on file must be identity proofed with at minimum a NACI no later than October 27, 2008.
Access to HUD’s local area network (LAN) will require use of the PIV-II Card by all employees and contractors no later than October 27, 2007.
Access to HUD’s physical facilities (GSA-owned and leased space) will require use of the PIV-II Card by all employees and contractors no later than October 27, 2007. 

1.5
ABBREVIATIONS

BI: Background Investigation

CHUID: Cardholder Unique Identifier

DHS: Department of Homeland Security

e-QIP: Electronic Questionnaire for Investigations Processing

FBI: Federal Bureau of Investigations

FBI FP Check: FBI National Criminal History Fingerprint Check

FIPS: Federal Information Processing Standards

FISMA: Federal Information Security Management Act

HSPD: Homeland Security Presidential Directive

IDMS: Identity Management System

LACS: Logical Access Control System

NACI: National Agency Check and Inquiries

NIST: National Institute of Standards and Technology

OCIO: Office of the Chief Information Officer

OIG: Office of the Inspector General

OMB: Office of Management and Budget

OPM: Office of Personnel Management

PACS: Physical Access Control System

PIV: Personal Identity Verification

PIV-I: Personal Identity Verification, Part I

PIV-II: Personal Identity Verification, Part II

PKI: Public Key Infrastructure

1.6
DEFINITIONS

Access control – the process of granting or denying requests to access physical facilities or areas, or to logical systems (e.g., computer networks or software applications).  See also “logical access control system” and “physical access control system.”

Authentication - the process of establishing an individual’s identity and determining whether individual Federal employees or contractors are who they say they are.

Authorization - process of giving individuals access to specific areas or systems based on their rights for access and contingent on successful authentication.

Background Investigation – any one of various Federal investigations conducted by OPM, the FBI, or by Federal departments and agencies with delegated authority to conduct personnel security background investigations.

Biometric – a measurable physical characteristic used to recognize the identity of an individual.  Examples include fingerprints, and facial images.  A biometric system uses biometric data for authentication purposes.

Contractor – see “Employee.”

Employee – as defined in Executive Order (EO) 12968, “Employee” means a person, other than the President and Vice President, employed by, detailed or assigned to, an agency, including members of the Armed Forces; an expert or consultant to an agency; an industrial or commercial contractor, licensee, certificate holder, or grantee of an agency, including all subcontractors; a personal services contractor; or any other category of person who acts on behalf of an agency as determined by the agency head. See also “Employee” as defined in title 5 U.S.C §2105.    

e-QIP Tracking Number – Number assigned by e-QIP to each Form SF-85 application. This tracking number must be written on the fingerprint card when it is submitted to OPM in order to bind the fingerprint card to the proper applicant.

FBI FP Check – Fingerprint check of the FBI fingerprint files.  This check is an integral part of the NACI, and is the minimum requirement for provisional card issuance.

FD-258 - Fingerprint Chart to accompany the NACI request when the individual to be investigated is a contractor (neither a Federal employee nor an applicant for Federal employment), or when agreed to by OPM.

Identity Management System (IDMS) - one or more systems or applications that manage the identity verification, validation, and Card issuance process.  The IDMS software is used by PIV Registrars to enroll Applicants.

Identity-proofing – the process of providing sufficient information (e.g., driver’s license, proof of current address, etc.) to a registration authority, or the process of verifying an individual’s information that he or she is that individual and no other.  FIPS 201 requires that one of these documents be an original Government-issued photo ID, and the other be from the approved set of identity documents listed on Form I-9.

Logical Access Control System (LACS) – protection mechanisms that limit users' access to information and restrict their forms of access on the system to only what is appropriate for them.  These systems may be built in to an operating system, application, or an added system.

National Agency Check and Inquiries (NACI) – the basic and minimum investigation required of all Federal employees and contractors consisting of searches of the OPM Security/ Suitability Investigations Index (SII), the Defense Clearance and Investigations Index (DCII), the Federal Bureau of Investigation (FBI) Identification Division’s name and fingerprint files, and other files or indices when necessary.  A NACI also includes written inquiries and searches of records covering specific areas of an individual’s background during the past five years (inquiries sent to current and past employers, schools attended, references, and local law enforcement authorities).

Physical Access Control System (PhACS) – protection mechanisms that limit users' access to physical facilities or areas to only what is appropriate for them.  These systems typically involve a combination of hardware and software (e.g., a card reader), and may involve human control (e.g., a security guard).

PIV-II Credential – a government-issued credit card-sized identification that contains a contact and contact-less chip.  The cardholder’s facial image will be printed on the card along with other identifying information and security features.  The contact chip will store a PKI certificate, the CHUID, and a fingerprint biometric, both of which can be used to authenticate the user for physical access to federally controlled facilities and logical access to federally controlled information systems.

Public Key Infrastructure (PKI) – A service that provides cryptographic keys needed to perform digital signature-based identity verification, and to protect communications and storage of sensitive data.  The new PIV-II Card has mandatory “PIV authentication keys” needed for operation of the card with card readers.  However, the PKI “digital signature” keys are optional, at the agency’s discretion and as needed for selective access to more sensitive systems.

SF-87 - Fingerprint Chart for Federal employee(s) or applicant for Federal employment.

Submitting Office Identifier (SOI) – Number assigned by OPM to identify office that submitted the NACI request.

Chapter 2 – Personal Identity Verification, Part I (PIV-I)

2.1
PIV-I APPLICABILITY

PIV-I requires the implementation of registration, identity proofing, and issuance procedures in line with the requirements of FIPS 201.  PIV-I does not require the implementation of any new systems or technology. 

HUD will continue to issue existing credentials (ID badges) under PIV-I, but the process for credential application and issuance will change, in compliance with HSPD-12 and FIPS 201.

2.2
PRIVACY POLICY

HSPD-12 explicitly states that “protect[ing] personal privacy” is a requirement of the PIV system.  As such, HUD Offices shall implement the PIV system in accordance with the spirit and letter of all privacy controls specified in FIPS 201, as well as those specified in Federal privacy laws and policies, including but not limited to Section 207 of the E-Government Act of 2002, the Privacy Act of 1974, as amended (5 U.S.C. §552a), and OMB Memorandum M-03-22, as applicable. 

Background investigation records are subject to the Privacy Act.  HUD Offices and staff that handle such records must ensure those records are:

· Secured against unauthorized access. 

· Accessed by only those whose official duties require such access.

· Stored in a three-position combination safe or vault. 

HUD Offices and staff that handle such records must also:  

· Allow employees or their designated representatives access to their personnel records, while ensuring that the records remain subject to agency control at all times.

· Ensure that those authorized to access personnel records subject to the Privacy Act understand how to apply the Act’s restrictions on disclosing information from a system of records. 

See OPM”s Guide to Personnel Recordkeeping, Chapters One and Six, at: http://www.opm.gov/feddata/recguide.pdf for instructions on proper safeguarding of personnel records.

2.3
BACKGROUND INVESTIGATION REQUIREMENTS

A National Agency Check and Inquiries (NACI) is the minimum background investigation (BI) that must be performed for all employees and contractors, except where the position and/or responsibilities require a higher-level background investigation.  In such cases, the background investigation shall be commensurate with the risk and security controls prescribed in the Position Description (PD) or in accessing, managing, using, or operating Federal resources, including federal facilities and federal information systems as defined in OMB Memorandum M-05-24. 
Locating and referencing a completed and successfully adjudicated NACI or higher-level BI may also satisfy the requirements.  To locate and reference a previously completed and successfully adjudicated NACI, contact the Personnel Security Branch (PSB) in the Office of Security and Emergency Planning (OSEP).   If the applicant indicates that he/she has already been the subject of a Federal background investigation without a subsequent break in Federal employment, or Federal contracting employment not exceeding two (2) years, the applicant will be asked to furnish specific information which will be used to verify the background investigation.  The Office Human Resources (OHR) may meet the above requirements by completing the Form SF-75, Request for Preliminary Employment Data, Section K, Security Data, for federal employees transferring to the Department.
The Office of Human Resources (OHR) is responsible for determining the position sensitivity designation for all applicant positions, and for ensuring that employees have the appropriate investigation commensurate with that determination. The OSEP must also ensure that periodic reinvestigations are scheduled as required.  The OSEP will make final PIV suitability determinations.

At a minimum, the National Agency Check (NAC) portion of a NACI must be completed prior to issuance of any credential.  The NAC consists of a search of the OPM Security/Suitability Investigations Index (SII); the FBI’s arrest records; and the FBI’s investigations records that include a National Criminal History Fingerprint Check (FBI FP Check).  The Registrar may issue a credential after the successful completion of the items above, however, the completion and successful adjudication of a full NACI is still required for all applicants.  HUD will revoke the credential and the employee’s access if the background investigation process (including the adjudication of the investigative results) has not been completed within six (6) months of credential issuance.  A credential may also be revoked at any time for just cause during the investigative process or thereafter.

See Appendix D, Appeal Procedures for Denial of Credential.

Figure 1:  High-Level PIV-I Process
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When available through OPM‘s secure website, applicants shall complete the Electronic Questionnaires for Investigations Processing (e-QIP) Standard Forms SF-85, SF-85P and SF-86.  Completing the e-QIP web-based security questionnaires will lead to improved processing time of all types of investigations and dramatically reduce the overall error and rejection rates.

Refer to section 2.4 below for specific step by step instructions on completing and adjudicating a background investigation.

2.4
REGISTRATION, IDENTITY PROOFING, & CREDENTIAL ISSUANCE

The PIV-I program contains critical roles associated with the identity proofing, registration, and credential issuance process.  They are: the Applicant, the Sponsor, the Registrar, and the Issuer.  The roles of the Applicant, Sponsor, Registrar, and Issuer are mutually exclusive; no individual shall hold more than one of these roles in the identity proofing and registration process.  These roles may be ancillary roles assigned to personnel who have other primary duties.  Each PIV-I role and its corresponding responsibilities are listed below.  The following roles shall be employed for the PIV-I identity proofing, registration, and issuance process.

a.  
Roles and Responsibilities
(1)
PIV-I Applicant
The Applicant is the individual to whom a PIV-I credential is to be issued. Applicant responsibilities include:

· Complete required forms.

· Provide two forms of legal identification.

· Appear in person during various stages of the process. 

(2)
PIV-I Sponsor

The Sponsor is the individual who substantiates the need for a PIV-I credential to be issued to the Applicant, and provides sponsorship to the Applicant. Sponsor responsibilities include:

· Coordinate initial registration activities.

· Serve as intermediary between Applicant and Registrar.

(3)
PIV-I Registrar
The Registrar is responsible for the identity proofing of the Applicant and coordinating the NACI or other BI activities.  The PIV-I Registrar provides the final approval for issuance of a PIV-I credential to the Applicant.  Registrar responsibilities include:

· Provide all necessary forms to the Applicant.

· Register the Applicant in e-QIP (if applicable).

· Validate Applicant’s identity source documents. Documents must be in orginal form, not copies.  One of these documents must be a State or Federal-issued photo ID, and the other must be from the set of acceptable documents listed on Form I-9 (see Appendix C), as defined in FIPS 201.
· Capture fingerprints. 

· Make one copy of each identity source document

· Approve or Deny Issuance of PIV-I card.

In some cases the Adjudicator will perform the roles of the Registrar.

(4)
PIV-I Issuer
The PIV-I Issuer performs credential personalization operations and issues the credential to the Applicant after all identity proofing, fingerprint checks, and related approvals have been completed.  Issuer responsibilities include:

· At time of PIV Card issuance, confirm Applicant identification source documents (one of which must be a State or Federal-issued photo ID in orginal form (not copies) ; and the other must be from the set of acceptable documents listed on Form I-9), as defined in FIPS 201.

· Capture photo (to be used on front of card, as well as a digital file to be embedded into the final PIV-II Card when issued).

· Issue credential (ID badge).


Other PIV-I roles and responsibilities include:

(1) Office of Personnel Management (OPM)
The OPM is responsible for conducting the NACI and other higher-level investigations as well as the initiating the FBI FP Check.

(2)
PIV-I Adjudicator
The OSEP, Personnel Security Branch is assigned the role as PIV-I Adjudicator for the entire Department.  The Adjudicator is responsible for making a determination of whether or not the Applicant is suitable to receive a credential, based on results obtained from the OPM background investigation.

Adjudicator responsibilities include:

· Confirm fingerprint results from OPM/FBI.

· Adjudicate NACI (or higher level OPM investigation) and attempt to resolve issues if necessary.

· Provide final results to Registrar.

· Update Official Personnel File (OPF) or Contract file with “Certificate of Investigation.”

· In some cases the Adjudicator may perform the role of the Registrar.

b.
Registration, Identity Proofing, and Issuance Procedures
The following is a sequential list of steps to be followed when applying for and issuing a PIV-I credential. This procedural outline provides a detailed description of logical flow, dependencies, and responsible parties. 

(1) Sponsor – The PIV-I Sponsor completes a PIV-I Request (see Appendix B, PIV-I Credential Request Form) for a particular Applicant, and submits the request to the PIV-I Registrar with a copy to the PIV-I Issuer.

(2) Registrar – The PIV-I Registrar consults with the Sponsor and confirms the validity of the request. 
(3) Sponsor – The Sponsor provides the following forms to the Applicant:
· Documents for Federal employees include:  Standard Form (SF) 85, OPM Questionnaire for Non-Sensitive Positions, or equivalent (SF85P, SF86), OF-306, SF-87 (Fingerprint card), and Fair Credit Reporting Release (if submitting an SF85P or SF86).
· Documents for contractors include:  Same as above with the exception of the OF-306 and SF-87. Contractors use FD-258 Fingerprint card in place of the SF-87 and only complete items #1, 2, 6, 8-13, 16, 17 on the OF-306.
Note:  The Fair Credit Reporting Release is not required when submitting forms for a NACI (SF85).

(4) Applicant – Completes all forms provided except the Fingerprint card, which will be completed by the Applicant in the presence of the Registrar.

· The OPM e-QIP system may be used to complete the SF-85, SF-85P, and SF-86 online.  If available, the Registrar will register the Applicant in e-QIP and provide the Applicant the website address and login information.

· After receiving notification from the Registrar, complete SF-xx (85, 85P, 86) form online using e-QIP.  Record the e-QIP transaction number for future reference.  Print and retain at least one copy of completed SF-xx.

(5) Applicant – After completion of the forms provided, the Applicant must appear in person in front of the Registrar with completed forms (including one copy of SF-85, SF-85P, or SF-86 if completed online), resume, Fair Credit Reporting Release (if submitting an SF85P or SF86), and two identity source documents in original form.  The identity source documents must come from the list of acceptable documents included in Form I-9 (see Appendix C), as defined in FIPS 201.  At least one document shall be a valid State or Federal government-issued picture identification (ID).

Note:  The Fair Credit Reporting Release is not required when submitting forms for a NACI (SF85).
(6) Registrar - The Registrar shall visually inspect the identification documents and authenticate them as being genuine and unaltered.  In addition, the Registrar shall electronically verify the authenticity of the source documents, when the issuer of the source documents provides such services. When electronic verification is not offered, the Registrar shall use other available tools (ie: Passport and Drivers License scanners) to authenticate the source and integrity of the identity source documents.  The Registrar shall subsequently compare the picture on the source documents with the Applicant to confirm that the Applicant is the holder of the identity source documents.   If all the above checks are deemed to be successful, the Registrar shall record the following types of data for each of the two identity source documents presented, sign the record, and keep it on file:

· Document title

· Document issuing authority

· Document number

· Document expiration date (if any)

· Any other information used to confirm the identity of the Applicant

Note: It is acceptable to make and retain one copy of each identity source document.  If an electronic IDMS is used, this data shall be captured and entered into the system automatically. 

(7) Registrar – The Registrar shall fingerprint the Applicant, obtaining all the Applicant’s fingerprints as defined below:

· A full set of fingerprints shall be collected from all Applicants who can provide them.  The fingerprints shall be used for “one-to-many” matching with the database of fingerprints maintained by the FBI.  The Registrar shall refer to FIPS 201 and seek OPM guidance for alternative means for performing law enforcement checks in cases where obtaining ten fingerprints is not possible.

· Retain a hardcopy of the prints or scan prints into the IDMS if available.

(8) Registrar – The Registrar shall capture a digital facial image of the Applicant per FIPS 201 specifications, and retain a file copy of the image or insert the image into the IDMS if available.

(9) Registrar – Assemble a PIV-I Packet.  Scan Fair Credit Reporting Release, OF-306, resume, and SF-87 or FD-258; and attach to Applicant’s SF-85, SF-85P, or SF-86 electronic form in e-QIP (if applicable).  When the Applicant submits hardcopy forms, attach all documents to the SF-85, SF-85P, or SF-86 herein labeled as the PIV-I Packet. 
Note:  The Fair Credit Reporting Release is not required when submitting forms for a NACI (SF85).
(10) Registrar - Send the PIV-I Packet to OPM for processing.  The clock starts here.  At Headquarters, the Registrar will give the PIV-I Packet to the Personnel Security Branch.

· A PIV-I credential may be issued while an investigation is pending at OPM, however, the PIV-I process must verify successful completion and adjudication of the investigation within six (6) months of credential issuance, or the credential and PIV-I authentication certificate for the credential shall be revoked. (FIPS-201, section 5.3.1, PIV-I Card Issuance)
(11) Adjudicator – Awaits preliminary results of NAC portion of the NACI conducted by OPM.  

· Review NAC results received from OPM and determine whether a successful/unsuccessful adjudication.  Notify the Registrar of adjudication status. (See Appendix D, Background Investigation Adjudication Process) 

(12) Registrar – If NAC results are successful, complete Registrar section of PIV-I Request form and forward request to Issuer.  Send approval notification to Sponsor.  If NAC results are unsuccessful, notify Sponsor and determine next course of action.

· Registrar consults with Sponsor.  If NAC is unsuccessful (unusable fingerprints, incorrect identity, or criminal history), determine whether to proceed with another fingerprint check or terminate the process.  If a decision is made to terminate the process, Registrar must disapprove PIV-I request.

(13) Sponsor – Contact Applicant after approval notification is received from Registrar and informs the Applicant to appear in person in front of the Issuer with original identification source documents to receive PIV-I credential.

(14) Applicant – Appear in person in front of Issuer and present a State or Federal photo ID and one other identity source document from the approved list on Form I-9.  See Appendix C

(15) Issuer ​– Printing and Issuing Credential

· Confirm Applicant’s identity in person (compare photo with Applicant) by verifying State or Federal ID with source document information on PIV-I Request received from Registrar.

· Capture Applicant’s visual image, update Card Access System with Applicant’s personal information, program access control level(s) on credential, and issue credential to Applicant.

· Complete Issuer section of PIV-I Request. Applicant must sign PIV-I Request acknowledging receipt of Credential.

· Forward completed PIV-I Request to Registrar.

· The PIV-I Issuer shall be responsible for maintaining the following:

· A copy of the completed authorized PIV-I Request

· The name of the PIV-I credential holder (Applicant)

· The credential identifier.  In PIV-II this identifier is the Agency Card Serial Number

· The expiration date of the PIV-I credential

· The signed acceptance form from the PIV-I credential holder

(16) Registrar- Maintain original copy of PIV-I requests in secure area.
2.5
EXPIRATION DATE REQUIREMENTS

All credentials issued by HUD must have an expiration date printed on the card.  The expiration date for all credentials must be 5 years or less from the date of issuance.

New employees and new contractors must be issued PIV-II credentials beginning October 27, 2006.  All existing employees and all existing contractors must have their credentials replaced with PIV-II credentials by October 27, 2007.

2.6
CASES WHERE PIV-I MAY NOT APPLY

a.
Replacement Credentials
Replacement credentials are to be issued when an employee or contractor credential is lost, damaged, stolen, or expired. 

Sponsors are required to complete the Sponsor section of PIV-I Request and check the replacement card box.  Sponsor and Applicant will follow pre-existing credential issuance procedures for obtaining a replacement credential.

b.
Provisional Credentials
Provisional credentials may be issued to new employees and contractors pending the results of the FBI FP Check.  The provisional credentials will allow limited physical access to HUD facilities and limited logical access to HUD’s information systems.  

c.
Temporary Credentials
Temporary credentials with limited access rights may be issued to temporary employees or contractors (less than 6 months), short-term guests, and/or occasional visitors.  In addition, should a long-term employee or contractor forget his/her credential on a particular day, they will be issued a temporary credential after their identity is confirmed.

d.
Visitor Credentials
Follow existing procedures for issuing visitor badges to grant limited access – after verifying the visitor’s identity by checking a State Driver’s license or other photo ID.

2.7
CONTRACTING IMPACTS

All contractors must abide by the identity proofing and registration requirements as defined in this Guidance. HUD contract statements of work must indicate that (1) all long-term contractor employees must go through the FIPS 201-compliant PIV-I identity proofing and registration process, (2) all contractor incumbents must be successfully identity proofed and have a successfully adjudicated NACI to serve on the contract.  In cases where contractors have access to mission-critical systems or sensitive data, they may be required to have a higher-level background investigation.  

Certain PIV-I language must be implemented in all contracts.  Please refer to HUDAR, (title 48, chapter 24 of the Code of Federal Regulations, sections 2452.239-70 and 2452.237-75) for specific language.

2.8
AUDIT & RECORDS MANAGEMENT

The Office of the Inspector General has responsibility for auditing identity proofing and registration records. As such, all agencies should be prepared for such reviews.

Agencies must comply with HUD Handbook 2228.1, “Records Disposition Management”, for the creation, maintenance, use, and disposition of all records associated with the PIV-I process.

Chapter 3 – Training

Training for PIV-I Applicants, PIV-I Sponsors, PIV-I Registrars, and PIV-I Issuers is available on a computer-based training disk produced by the U.S. Department of Interior and made available to all agencies through the Smart Card Interagency Advisory Board.  For a copy, contact HUD’s Office of Security and Emergency Planning.
3.1
WHERE TO GET ASSISTANCE    

Contact the HUD’s Office of Security and Emergency Planning.

3.2
REPORTING REQUIREMENTS

HUD is required to submit quarterly and annual reports on its PIV-I card programs to ensure controls are in place for tracking all PIV-I credentials. HUD Field Offices authorized to issue PIV-I credentials must submit the following reports to OSEP within 15 days of the end of each quarter and the fiscal year:

a.
Number of PIV-I credentials issued during designated period

· Cardholder Name

· Card Identifier

· Card Issuance Date

· Card Expiration Date

b.
Number of PIV-I credentials cancelled during designated period

· Cardholder Name

· Card Identifier

· Card Cancellation Date

· Reason For Cancellation (Retirement, Termination, Damage, etc.)

c.
Number of PIV-I credentials replaced during designated period

· Cardholder Name

· Old Card Identifier

· New Card Identifier

· Date Replaced

· Reason For Replacement

APPENDIX A – OMB Memo M-05-24

The following is an excerpt from OMB Memorandum M-05-24, Implementing Guidance for HSPD-12:

“1. To whom does the Directive apply? 

As defined below, Department and Agency heads must conduct a background investigation, adjudicate the results, and issue identity credentials to their employees and contractors who require long-term access to Federally controlled facilities and/or information systems. 

A. Departments and Agencies 
· “Executive departments” and agencies listed in title 5 U.S.C. § 101, and the Department of Homeland Security; “independent establishments” as defined by title 5 U.S.C. §104(1); and the United States Postal Service (title 39 U.S.C § 201). 

Does not apply to: 

· “Government corporations” as defined by title 5 U.S.C. § 103(1) are encouraged, but not required to implement this Directive. 

B. Employee 
· Federal employees, as defined in title 5 U.S.C § 2105 “Employee,” within a department or agency. 

· Individuals employed by, detailed to or assigned to a department or an agency. 

· Within the Department of Defense (DoD) and the Department of State (DoS), members of the Armed Forces, Foreign Service, and DoD and DoS civilian employees (including both appropriated fund and non-appropriated fund employees). 

· Applicability to other agency specific categories of individuals (e.g., short-term (i.e. less than 6 months) guest researchers; volunteers; or intermittent, temporary or seasonal employees) is an agency risk-based decision. 

Does not apply to: 

• Within DoD and DoS, family members and other eligible beneficiaries. 

• Occasional visitors to Federal facilities to whom you would issue temporary identification.


C. Contractor 

• Individual under contract to a department or agency, requiring routine access to federally controlled facilities and/or federally controlled information systems to whom you would issue Federal agency identity credentials, consistent with your existing security policies. 

Does not apply to: 

• Individuals under contract to a department or agency, requiring only intermittent access to federally controlled facilities. 

D. Federally Controlled Facilities 

• Federally-owned buildings or leased space, whether for single or multi-tenant occupancy, and its grounds and approaches, all or any portion of which is under the jurisdiction, custody or control of a department or agency covered by this Directive. 

• Federally controlled commercial space shared with non-government tenants. For example, if a department or agency leased the 10th floor of a commercial building, the Directive applies to the 10th floor only. 

• Government-owned contractor-operated facilities, including laboratories engaged in national defense research and production activities. 

• Facilities under a management and operating contract. Such as for the operation, maintenance, or support of a Government-owned or-controlled research, development, special production, or testing establishment. 

E. Federally Controlled Information Systems 

• Information technology system (or information system), as defined by the Federal Information Security Management Act of 2002 (44 U.S.C. § 3502(8)). 

• Information systems used or operated by an agency or by a contractor of an agency or other organization on behalf of an agency (44 U.S.C. § 3544(a)(1)(A)). 

• Applicability for access to Federal systems from a non-Federally controlled facility (e.g. a researcher up-loading data through a secure website or a contractor accessing a government system from their own facility) should be based on the risk determination required by existing National Institute of Standards and Technology (NIST) guidance. 

Does not apply to: 

• Identification associated with national security systems as defined by the Federal Information Security Management Act of 2002 (44 U.S.C. § 3542(2)(A)). 

1 Federal Information Processing Standard (FIPS 199): Standards for Security Categorization for Federal Information and Information Systems, 2/04, http://www.csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf. 

2 See NIST Special Publication 800-59: Guideline for Identifying an Information System as a National Security System, 8/03, http://www.csrc.nist.gov/publications/nistpubs/800-59/SP800-59.pdf.

APPENDIX B

PIV-I Credential Request Form

FORM ON NEXT PAGE.

[image: image2.wmf]Department of Housing & Urban Development

 

Personnel Identity Verification (PIV) Request

 

A.  PIV Request & Packet Confirmation 

(To be completed by HUD Sponsor and Applicant)

 

 

1.  Replacement card?  

 No

 

 Yes

 

1a.  Reason for 

Replacement _______________________________________________________________

 

2.  Federal Employee?  

  Contractor Employee?  

  Other

  

           

2a.  Prior Background Investigation

   

 Yes   

 

If Yes, Date completed:

 

_________

 

3.  PIV Packet packet complete?  

  Yes (Required for new cards only) Verify completion of BI form (SF85,85P,86), OF

-

306, SF

-

87or FD

-

258, resume,

 

 

 

 

 

 

 

 

 

Fair Credit Reporting Release

 

4.  

Applicant Informa

tion

 

4a. 

Contractor

  

Company Name:________________________ Company Location:__________________________ Ph. Number: _________

 

 

4b. 

Contract Number

:____________  Expiration Date:_________  GTR Name:______________________________Ph. Number: _________

 

5.  Last

 Name:  ________________________________________

_

 First Name: ___________________________________ Middle Initial:

 

___________

 

6.  Date of Birth: 

________ 

 Place of Birth, City:______________________ St:_____ Social Security #: ___________ Home Ph. Number:_

___________

 

 

7.  Home Address: _________________________________________________________________ City: _____________________________ St: ____

 

8.  Hiring Office Name:__

________________________ 

 Office Corres. Code: _______ Location, Building Name:__________

____________ Rm:

 

______

 

9.  Position Title:____________________ Work Ph. Number:__________  Contact Name:______________________________ Ph. Number

:_________

 

 

10. 

Sponsor Information

 

Name:_________________________________________ Office:___________________

_______ Ph. Number:_________

 

 

 

 

 

HUD Sponsor Signature: 

______________________________________________________

 Date:  

____________

 

 

B.  Identity Verification 

(To be completed by Registrar or Enrollment Official and Applicant) 

 

 

11.  Identification Source D

ocument Copies (IDs) Attached?  

 Yes        IDs Authentic and Match Applicant?  

 Yes       IDs Match I

-

9 List?  

 Yes

 

 

12.  Completed Fingerprint Card?  

 Yes       Captured Applicant Finger

prints?  

 Yes       Made Copies of Fingerprint Card?  

 Yes

 

13.  Capture Digital Photo of Applicant?  

 Yes       Made Two Paper Copies of Digital Photo?  

  Yes    Image (JPG) File Name:____

_____________

 

14. 

Registrar Information

 

Name:_________________________________________ Office:_________________________ Ph. Number:_________

 

 

 

 

 

Registrar Signature:

___________________________________________________________

 

Date: _

___________

 

I certify th

at the above Applicant appeared before me and presented two ID source documents, which appeared to be genuine.

 

 

 

C.  Adjudication 

(To be completed by Personnel Security Branch Adjudicator)

 

 

 

Decision Based on NAC / NACI / FBI Fingerprint Check Results (Cir

cle one)

 

 

15.  FBI Fingerprint Check Completed?  

 Yes    FBI Fingerprint Check Results:  Favorable?   

  Yes   

  No  (If no, notify Registrar)

 

 

 

16.  OPM Background Investigation Initiated?   

  Yes    Date Investigation Initiated:  ___________ (Check box 2a. Above for additional BI information)

 

 

17.  Comments  ____________________________________________________________________________________________________________

 

18.  

Adjudicator Informa

tion

 Name:_______________________________________ Office:________________________ Ph. Number: _________

 

 

 

Adjudicator Signature

___________________________________________________________ 

Date:

_____________

 

 

D.  Credential Issuance Approval 

(To be completed

 Registrar after Section C has been completed)

 

 

19.     I  hereby  

 Approve   

 Disapprove    issuance of a PIV card to the above

-

named Applicant. 

 

 

Registrar Signature:

______________________________________________________

 Date: 

___________

 

E.  Credential Issuance 

(To be completed by Issuer after Section D has been completed)

 

 

20. Verify Approval Signatures Above? 

  Yes   Verify Applicant Identity Source Documents? 

 Yes   IDs Match Applican

t? 

  Yes

 

 

21. Print Credential? 

 Yes   Credential Number Issued:_____________   Credential Expiration Date: _________

 

 

22. 

Issuer Information

 

Name:________________________________________________ Office:___________________

 Ph. Number:___________

 

 

Issuer Signature:

_________________________________________________

   _______          

 Date: 

____________

 

 

F.  Applicant Acknowledgement

 

(To be completed by the Applicant in the presence of the Issuer)

 

 

I, the Applicant, confirm re

ceipt of the PIV card identified above, verify that the information is accurate to the best of my 

knowledge, and agree to abide by all rules and responsibilities associated with this card.

 

            

 

Applicant Signature

 

_________________________

 Date:___

________

 

 

 

Privacy Act Statement: The information collected on this form is needed for processing requests for Personal Identity Verification (PIV) credentials (ID badges) for 

Federal employees and Federal contractors. The resulting PIV credential is requ

ired for access to federally controlled facilities and information systems.  Personally 

identifiable information is protected by the Privacy Act of  1974, as amended (5 U.S.Code 552a).  This information is will only be used by Federal staff who hold 

positi

ons of trust and who are specifically authorized to process PIV credentials. For questions, contact HUD’s Departmental Privacy Act Officer in the Office of the 

Chief Information Officer.

 

ISSUER, UPON COMPLETION RETURN FORM TO REGISTRAR

 



Personal Identity Verification (PIV) Card Usage Privacy Act Notice

The Personal Identity Verification (PIV) process provides for issuing a secure and reliable form of identification (card) based on sound criteria for verifying an individuals’ identity, is strongly resistant to identity fraud, tampering, counterfeiting, and terrorist exploitation, can be rapidly authenticated electronically, and is used only by providers who have been accredited.  The goal of the PIV is to reduce identity fraud, protect the personal privacy of those issued federal identification, and enhance security through a standardized process.  

The collection, maintenance, and disclosure of the information in the PIV are governed by the Privacy Act of 1974 (P.L. 93-579), as amended (5 U.S.C. 552a).  The Privacy Act requires that you be given certain information in connection with this information collection.  The PIV card has your facial image printed on it.  Additionally, the card contains your full name, employee affiliation, organization affiliation, and expiration date of the card, and two electronic fingerprints.  [Select from optional items: signature, physical characteristics of cardholder].    

Authority:  The new Federal-wide PIV enrollment process and the PIV card interoperability standards are authorized by the Homeland Security Presidential Directive 12 (HSPD-12), Policy for a Common Identification Standard for Federal Employees and Contractors.  

Purpose:  The information on the PIV card is used to perform identity verification both by humans and automated systems.  Humans can use the physical card for visual comparison, whereas automated systems use the electronically stored data on the card to conduct automated identity verification and access.  It is used to authenticate you when you require/request access to federally controlled facilities, information systems, and applications.  Once authenticated, it is also used to authorize your access to data.  

Disclosure of Information/Use of Information:  We protect this information from unauthorized disclosure.  This system of records that may contain your records is fully described in a System of Records notice published in the Federal Register.  You may obtain a copy of this notice from the Privacy Official of your agency.  The information we collect during an investigation may be disclosed without your consent as permitted by the Privacy Act (5 USC 552a(b)) and the routine uses described on the back of this notice.  If you have any questions or concerns about the use of the information, you may contact your Card Applicant Representative.

Failure or Refusal to Provide Information:  The information requested is necessary for verification, authentication and authorization to federally controlled facilities, systems, and applications.  While providing this information is voluntary, if you do not comply with the procedures required for this process, you will not be provided access to the requested resource.  

GENERAL ROUTINE USES

1.  In the event that a system of records maintained by the agency to carry out its functions indicates a violation or potential violation of law or contract, whether civil, criminal, or regulatory in nature, and whether arising by general stature or particular program stature or contract, or rule, regulation, or order issued pursuant thereto, or the necessity to protect an interest of the agency, the relevant records in the system of records may be referred, as a routine use, to the appropriate agency, whether federal, state, local or foreign, charged with the responsibility of investigating or prosecuting such violation or charged with enforcing or implementing the stature or contract, or rule, regulation or order issued pursuant thereto, or protecting the interest of the agency.

2.  A record from this system of records may be disclosed, as a routine use, to a federal, state, or local agency maintaining civil, criminal, or other relevant enforcement information or other pertinent information, such as current licenses if necessary to obtain information relevant to an agency decision concerning the hiring or retention of an individual, the issuance of a security clearance, the letting of a contract, or the issuance of a license, grant, or other benefit.

3.  A record from this system of records may be disclosed, as a routine use, to a federal, state, local, or international agency, in response to its request, in connection with the assignment, hiring, or retention of an individual, the issuance of a security clearance, the reporting of an investigation of an individual, the letting of a contract, or the issuance of a license, grant, or other benefit by the requesting agency, to the extent that the information is relevant and necessary to the requesting agency's decision on the matter.

4.  A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

5.  A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual when the individual has requested assistance from the Member with respect to the subject matter of the record.

6.  A record in this system of records which contains medical information may be disclosed, as a routine use, to the medical advisor of any individual submitting a request for access to the record under the Act and in the Code of Federal Regulations if, in the sole judgment of the agency, disclosure could have an adverse effect upon the individual, under the provision of 5 U.S.C. 552a (f)(3) and implementing regulations in the Code of Federal Regulations.

7.  A record in this system of records may be disclosed, as a routine use, to the Office of Management and Budget in connection with the review of private relief legislation as set forth in OMB Circular A-19 at any state of the legislative coordination and clearance process as set forth in that Circular.

8.  A record in this system of records may be disclosed, as a routine use, to the Department of Justice in connection with determining whether disclosure thereof is required by the Freedom of Information Act (5 U.S.C. 552).

9.  A record in this system of records may be disclosed, as a routine use, to a contractor of the agency having need for the information in the performance of the contract, but not operating a system of records within the meaning of 5 U.S.C. 552a (m).

10.  A record in this system may be transferred, as a routine use, to the Office of Personnel Management for personnel research purposes; as a data source for management information; for the production of summary descriptive statistics and analytical studies in support of the function for which the records are collected and maintained; or for related man-power studies.

11.  A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his designee, during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this purpose, and any other relevant directive.  Such disclosure shall not be used to make determinations about individuals.

APPENDIX C – I-9 Documents Acceptable for Identity Proofing

Per FIPS 201, the Applicant must appear in person before the Registrar with two original form identity source documents.  One of these must be a Federal or State issued photo ID, and the other must be from the approved list of identity proofing documents listed in Form I-9, shown below.  

	

	LISTS OF ACCEPTABLE DOCUMENTS



	LIST A
	
	LIST B
	
	

LIST C

	Documents that Establish Both Identity and Employment Eligibility
	OR
	Documents that Establish

Identify
	AND
	Documents that Establish

Employment Eligibility

	1.
U.S. Passport (unexpired or expired)

2.
Certificate of U.S. Citizenship


(INS Form N-560 or N-561)

3.
Certificate of Naturalization


(INS Form N-550 or N-570)

4.
Unexpired foreign passport,


with I-551 stamp or attached


INS Form I-94 indicating


unexpired employment


authorization

5.
Alien Registration Receipt Card


with photograph  (INS Form 


I-151 or I-551)

6.
Unexpired Temporary Resident


Card  (INS Form I-688)

7.
Unexpired Employment


Authorization Card  (INS Form


I-688A)

8.
Unexpired Reentry Permit (INS


Form I-327)

9.
Unexpired Refugee Travel


Document  (INS Form I-571)

10.
Unexpired Employment


Authorization Document issued


by the INS which contains a 


photograph  (INS Form I-688B)


	1.
Driver's license or ID card


issued by a state or outlying


possession of the United States


provided it contains a 


photograph or information such
as name, date of birth, sex, 


height, eye color, and address

2.
ID card issued by federal, state,


or local government agencies or 
entities provided it contains a 


photograph or information such 
as name, date of birth, sex,


height, eye color, and address

3.
School ID card with a


photograph

4.
Voter's registration card

5.
U.S. Military card or draft record

6.
Military dependent's ID card

7.
U.S. Coast Guard Merchant


Mariner Card

8.
Native American tribal document

9.
Driver's license issued by a 


Canadian government authority

For persons under age 18 who


are unable to present a


document listed above:

10.
School record or report card

11.
Clinic, doctor, or hospital record

12.
Day-care or nursery school


record


	
	1.
U.S. social security card issued by the Social Security Administration (other than a 


card stating that it is not valid 
for employment)

2.
Certificate of Birth Abroad


issued by the Department of


State (Form FS-545 or Form


DS-1350)

3.
Original or certified copy of a


birth certificate issued by a


state, county, municipal


authority or outlying possession 
of the United States bearing an 
official seal

4.
Native American tribal document

5.
U.S. Citizen ID Card (INS Form I-197)

6.
ID Card for use of Resident Citizen in the United States


(INS Form I-179)

7.
Unexpired employment authorization document issued by the INS (other than those listed under List A)

	Illustrations of many of these documents appear in Part 8 of the Handbook of Employers (M-274)




APPENDIX D

Background Investigation Adjudication Process

Adjudicator – Adjudicate NACI according to the adjudication criteria listed below and notifies Registrar and Sponsor of successful NACI: 

(a) When adjudicating initial and continued eligibility to possess a credential, the Adjudicator shall make his or her determination based on the results of the FBI FP Check, NACI, other OPM National Security/ Background Investigation, or agency inquiry into misconduct.

(b) When making a PIV-I determination under (a) above, the Adjudicator must find whether or not the identity provided to the Sponsor and Registrar during the registration process is the Applicant’s true identity. For applicants for employment and current Federal employees, the Adjudicator will consult with the applicant or employee’s servicing Human Resources staff before making a final determination whether to deny or withdraw a credential.

(c) If the adjudication confirms the individual’s true identity but reveals unfavorable information that involve criteria 1 through 8 below, an adjudication under Title 5,CFR Part 731 shall be conducted. Title 5, CFR Part 731 criteria are:

1 Misconduct or negligence in employment;

2 Criminal or dishonest conduct;

3 Material, intentional false statement or deception or fraud in examination or appointment;

4 Refusal to furnish testimony as required by §5.4 of Title 5,CFR;

5 Alcohol abuse of a nature and duration which suggests that the applicant or appointee would be prevented from performing the duties of the position in question, or would constitute a direct threat to the property or safety of others;

6 Illegal use of narcotics, drugs, or other controlled substances, without evidence of substantial rehabilitation;

7 Knowing and willful engagement in acts or activities designed to overthrow the U.S. Government by force;

8 Any statutory or regulatory bar which prevents the lawful employment of the person involved in the position in question.

(d) When making a suitability determination under Title 5 CFR Part 731, the following factors shall be considered to the extent they are deemed pertinent to the individual case:

1 The nature of the position for which the person is applying or in which the person is employed;

2 The nature and seriousness of the conduct;

3 The circumstances surrounding the conduct;

4 The date of the conduct;

5 The age of the person involved at the time of the conduct;

6 Contributing societal conditions; and

7 The absence or presence of rehabilitation or efforts toward rehabilitation.

Adjudicator – Attempt to resolve any issues directly with Applicant.

Adjudicator – If NACI adjudication is successful, notify Registrar, complete OFI-79A, retain a copy of the Certification of Investigation form in OPF/Contract file, and forward original OFI-79A to OPM. If NACI adjudication is unsuccessful, notify Registrar and Sponsor.

Registrar – Remove provisional status from credential and update OPF/Contract file.

Registrar – If NACI is unsuccessful, update OPF/Contract file and revoke credential.

Sponsor – Notify Applicant of unsuccessful NACI, recover credential, and advise Applicant of appeal rights.

Applicant – Appeal an unsuccessful Adjudication (Optional) 

Appeal Procedures for Denial of Credential

The following procedure is to be followed:

(1)
Appeal Rights for Federal Service PIV-I Applicants

When the PIV-I Adjudicator determines that a PIV-I Applicant has not provided his or her true identity during the registration process or is otherwise found unsuitable, and the determination results in a decision by the agency to withdraw an employment offer, or remove the employee from the federal service, the procedures and appeals rights of either 5 CFR Part 731, Subparts D and E (Suitability), 5 CFR Part 315, Subpart H (Probationary Employees), or 5 CFR Part 752, Subparts D through F (Adverse Actions) will be followed, depending on the employment status of the federal service applicant, appointee, or employee. Employees who are removed from federal service are entitled to dispute this action using applicable grievance, appeal, or complaint procedures available under Federal regulations, Departmental directives, or collective bargaining agreement (if the employee is covered). 

(2)
Appeal Rights for Contract PIV-I Applicants

Notice of Proposed Action - When the PIV-I Adjudicator determines that a PIV-I Applicant has not provided his or her true identity or is otherwise not suitable to be employed in the current or applied for position, e.g. an unsuccessful adjudication, the PIV-I Adjudicator shall provide the individual reasonable notice of the determination including the reason (s) the individual has been determined to not have provided his or her true identity or is otherwise unsuitable.  The notice shall state the specific reasons for the determination, and that the individual has the right to answer the notice in writing. The notice shall inform the individual of the time limits for response, as well as the address to which such response should be made.

Answer - The individual may respond to the determination in writing and furnish documentation that addresses the validity, truthfulness, and/or completeness of the specific reasons for the determination in support of the response.

Decision - After consideration of the determination and any documentation submitted by the PIV-I Applicant for reconsideration of the initial determination, the Agency Head/Staff Office Director or his/her designee will issue a written decision, which informs the PIV-I Applicant/Respondent of the reasons for the decision. The reconsideration decision will be final.

Appendix E
Self-Assessment Questionnaire
(refer to this Guidance for answers)
1. What does “HSPD-12” stand for, and what is its basic purpose?

2. What does “FIPS 201” stand for, and what is its basic purpose?

3. What is the difference between “PIV-I” and “PIV-II,” and what is the due date for each?

4. Who is covered by HSPD-12 and FIPS 201?

5. What about those employed less than 6 months?

6. When does the requirement for a NACI apply to new employees and contractors?

7. When does the requirement for a NACI apply to existing employees and contractors?

8. When will the new PIV-II Card (combination ID badge/ smart card) be required?

9. What do these acronyms stand for:

· BI? 

· CHUID?

· e-QIP?

· FIPS?

· HSPD?

· IDMS?

· NACI?

· PIV?

· PKI?

10. What is an example of a “biometric”?

11. What is the e-QIP Tracking Number used for?

12. Can an ID badge be issued before the FBI Fingerprint Check comes back?  What about exceptions for political appointees?

13. What documents are required for identity proofing according to the new PIV-I standards?

14. What are all the parts of a full NACI?  Name the 4 “National Agency Checks (NACs),” and explain what is covered by “written inquiries.” 

15. How will a “PIV-II credential” be different from our current ID badge (required starting Oct. 2006)?

16. What is the reference document (Federal-wide standard) for the new registration, identity proofing, and credential issuance process?

17. What law protects the privacy of individuals?

18. Who can have access to the background investigation files?

19. How do background investigation files and other personal information need to be stored and protected?

20. Does everybody have to have at least a NACI now?  Are there any exceptions?

21. What do you do if a contractor says they already had a NACI at another agency?

22. Which organization is responsible for determining the position sensitivity designation for positions?

23. Which organization is responsible for making final PIV suitability determinations?

24. What are the 4 roles in the new registration, identity proofing, and credential issuance process?

25. Can the same person take the photo and then issue the ID badge, as we do now?

26. Can the Applicant just mail in copies of their driver’s license to the Registrar, along with their SF-85?  What about Field Offices, especially those in remote locations?

27. What 2 documents are required for identity proofing by the Registrar?

28. What must the Registrar do to inspect the 2 identity documents to verify they are authentic?

29. What information does the Registrar need to capture from the 2 identity documents?

30. Who fingerprints the Applicant?  Can they bring in their own fingerprint card (from a police station)?  What about Field Offices, especially those in remote locations?

31. Who must take the picture?  Can anybody else do it?  What about Field Offices, especially those in remote locations?

32. Where are the specifications for the photo described?  Is it a “head and shoulders shot”?

33. What is a “PIV-I Packet” and how is it assembled?

34. What is the role of the Sponsor?

35. The Applicant has to appear in person in front of two people in the new PIV process to present their 2 identity documents, according to agency security policy as described in the procedure above.  Who are these two people, and can they be the same person if one of them is off that day?

36. How is “separation of duties” handled in the Field Offices, especially those in remote locations?

37. What must the Issuer do before handing over the ID badge?

38. When does the PIV Credential (ID badge) expire for employees?  

39. When does the PIV Credential (ID badge) expire for contractors, most of whom are on annual contracts?  

40. When must the new PIV-II Credentials be issued to existing employees and contractors?  When must it begin, and when must it be completed?

41. What is a “temporary credential,” who can get one, and what access rights do they have with it?

42. What happens when an employee or contractor “forgets” his/her ID badge that day?  

43. What identity proofing is required to get a “visitor credential”?  

44. Are any contractors exempt from the new PIV process?  

45. Can long-term contractors’ employers submit documentation declaring that their contractor employee has had a company-initiated private background investigation that is equivalent to a NACI, or does HUD need to initiate a NACI through OPM?

46. Who is responsible for auditing identity proofing and registration records?

47. What handbook gives guidance on how long to keep these records?

48. What training is available for PIV Registrars and PIV Issuers?  Is this training optional, or is it required in order for PIV Registrars and PIV Issuers to be certified and accredited?

49. Where do Field Office Registrars and Issuers get help?  Who oversees their work?

50. What reports need to be submitted for tracking the issuance of PIV Credentials?

51. What document is the implementing policy guidance for HSPD-12?

52. What documents are the standards for the PIV process and the new PIV-II ID badge/ smart card?

53. Which Federal employees are covered by HSPD-12 and the new PIV process?

54. Which contractors are covered by HSPD-12 and the new PIV process?

55. Do employees need an ID badge if they work in rented office space?  What about Field Offices that are not in a Federal building?

56. Can the same person take the photo and then issue the ID badge, as we do now?

57. What if a contractor works off-site, but needs access to HUD computer systems?  Will they need the new PIV-II Card (beginning Oct. 2006)?

58. What do you do if the Applicant doesn’t want to give their Social Security Number or has concerns about privacy of that information?

59. Who is allowed to be a Sponsor for an Applicant?  Can a contractor’s employing agency be the Sponsor?  What about a manager in the program area?

60. What 5 things does the Registrar have to do before signing this form?

61. What 2 things does the Adjudicator have to do before signing this form?

62. What 4 things does the PIV Card Issuer have to verify before signing this form?

63. Why does the Applicant have to sign this form after getting the PIV Credential?

64. What does the Privacy Act Statement say, in your own words?  

65. What do you do if the Applicant has questions or concerns about privacy of their personal information?

66. What 2 documents are acceptable for identity proofing under the new PIV process?

67. What if an Applicant doesn’t bring in a driver’s license, or just brings a copy of it?

68. Is a photocopy of their birth certificate acceptable?

69. What if the photo on the driver’s license doesn’t quite look like the person who comes to get a PIV Card (you’re not sure it matches the Applicant)?  

70. Describe in your own words what the Adjudicator is responsible for, covering the main points.

71. What does it mean to “remove provisional status from credential,” and when is the Registrar authorized to do so?

72. What is the appeal procedure for denial of a credential?
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Personnel Identity Verification (PIV) Request

 

A.  PIV Request & Packet Confirmation 

(To be completed by HUD Sponsor and Applicant)

 

 

1.  Replacement card?  

 No

 

 Yes

 

1a.  Reason for 

Replacement _______________________________________________________________

 

2.  Federal Employee?  

  Contractor Employee?  

  Other

  

           

2a.  Prior Background Investigation

   

 Yes   

 

If Yes, Date completed:

 

_________

 

3.  PIV Packet packet complete?  

  Yes (Required for new cards only) Verify completion of BI form (SF85,85P,86), OF

-

306, SF

-

87or FD

-

258, resume,

 

 

 

 

 

 

 

 

 

Fair Credit Reporting Release

 

4.  

Applicant Informa

tion

 

4a. 

Contractor

  

Company Name:________________________ Company Location:__________________________ Ph. Number: _________

 

 

4b. 

Contract Number

:____________  Expiration Date:_________  GTR Name:______________________________Ph. Number: _________

 

5.  Last

 Name:  ________________________________________

_

 First Name: ___________________________________ Middle Initial:

 

___________

 

6.  Date of Birth: 

________ 

 Place of Birth, City:______________________ St:_____ Social Security #: ___________ Home Ph. Number:_

___________

 

 

7.  Home Address: _________________________________________________________________ City: _____________________________ St: ____

 

8.  Hiring Office Name:__

________________________ 

 Office Corres. Code: _______ Location, Building Name:__________

____________ Rm:

 

______

 

9.  Position Title:____________________ Work Ph. Number:__________  Contact Name:______________________________ Ph. Number

:_________

 

 

10. 

Sponsor Information

 

Name:_________________________________________ Office:___________________

_______ Ph. Number:_________

 

 

 

 

 

HUD Sponsor Signature: 

______________________________________________________

 Date:  

____________

 

 

B.  Identity Verification 

(To be completed by Registrar or Enrollment Official and Applicant) 

 

 

11.  Identification Source D

ocument Copies (IDs) Attached?  

 Yes        IDs Authentic and Match Applicant?  

 Yes       IDs Match I

-

9 List?  

 Yes

 

 

12.  Completed Fingerprint Card?  

 Yes       Captured Applicant Finger

prints?  

 Yes       Made Copies of Fingerprint Card?  

 Yes

 

13.  Capture Digital Photo of Applicant?  

 Yes       Made Two Paper Copies of Digital Photo?  

  Yes    Image (JPG) File Name:____

_____________

 

14. 

Registrar Information

 

Name:_________________________________________ Office:_________________________ Ph. Number:_________

 

 

 

 

 

Registrar Signature:

___________________________________________________________

 

Date: _

___________

 

I certify th

at the above Applicant appeared before me and presented two ID source documents, which appeared to be genuine.

 

 

 

C.  Adjudication 

(To be completed by Personnel Security Branch Adjudicator)

 

 

 

Decision Based on NAC / NACI / FBI Fingerprint Check Results (Cir

cle one)

 

 

15.  FBI Fingerprint Check Completed?  

 Yes    FBI Fingerprint Check Results:  Favorable?   

  Yes   

  No  (If no, notify Registrar)

 

 

 

16.  OPM Background Investigation Initiated?   

  Yes    Date Investigation Initiated:  ___________ (Check box 2a. Above for additional BI information)

 

 

17.  Comments  ____________________________________________________________________________________________________________

 

18.  

Adjudicator Informa

tion

 Name:_______________________________________ Office:________________________ Ph. Number: _________

 

 

 

Adjudicator Signature

___________________________________________________________ 

Date:

_____________

 

 

D.  Credential Issuance Approval 

(To be completed

 Registrar after Section C has been completed)

 

 

19.     I  hereby  

 Approve   

 Disapprove    issuance of a PIV card to the above

-

named Applicant. 

 

 

Registrar Signature:

______________________________________________________

 Date: 

___________

 

E.  Credential Issuance 

(To be completed by Issuer after Section D has been completed)

 

 

20. Verify Approval Signatures Above? 

  Yes   Verify Applicant Identity Source Documents? 

 Yes   IDs Match Applican

t? 

  Yes

 

 

21. Print Credential? 

 Yes   Credential Number Issued:_____________   Credential Expiration Date: _________

 

 

22. 

Issuer Information

 

Name:________________________________________________ Office:___________________

 Ph. Number:___________

 

 

Issuer Signature:

_________________________________________________

   _______          

 Date: 

____________

 

 

F.  Applicant Acknowledgement

 

(To be completed by the Applicant in the presence of the Issuer)

 

 

I, the Applicant, confirm re

ceipt of the PIV card identified above, verify that the information is accurate to the best of my 

knowledge, and agree to abide by all rules and responsibilities associated with this card.

 

            

 

Applicant Signature

 

_________________________

 Date:___

________

 

 

 

Privacy Act Statement: The information collected on this form is needed for processing requests for Personal Identity Verification (PIV) credentials (ID badges) for 

Federal employees and Federal contractors. The resulting PIV credential is requ

ired for access to federally controlled facilities and information systems.  Personally 

identifiable information is protected by the Privacy Act of  1974, as amended (5 U.S.Code 552a).  This information is will only be used by Federal staff who hold 

positi

ons of trust and who are specifically authorized to process PIV credentials. For questions, contact HUD’s Departmental Privacy Act Officer in the Office of the 

Chief Information Officer.

 

ISSUER, UPON COMPLETION RETURN FORM TO REGISTRAR
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Personnel Identity Verification (PIV) Request


A.  PIV Request & Packet Confirmation (To be completed by HUD Sponsor and Applicant)


1.  Replacement card?   FORMCHECKBOX 
 No
 FORMCHECKBOX 
 Yes
1a.  Reason for Replacement _______________________________________________________________

2.  Federal Employee?   FORMCHECKBOX 
  Contractor Employee?   FORMCHECKBOX 
  Other   FORMCHECKBOX 
           2a.  Prior Background Investigation    FORMCHECKBOX 
 Yes    If Yes, Date completed:
_________


3.  PIV Packet packet complete?   FORMCHECKBOX 
  Yes (Required for new cards only) Verify completion of BI form (SF85,85P,86), OF-306, SF-87or FD-258, resume,









Fair Credit Reporting Release


4.  Applicant Information

4a. Contractor  Company Name:________________________ Company Location:__________________________ Ph. Number: _________



4b. Contract Number:____________  Expiration Date:_________  GTR Name:______________________________Ph. Number: _________


5.  Last Name:  _________________________________________ First Name: ___________________________________ Middle Initial:
___________


6.  Date of Birth: ________  Place of Birth, City:______________________ St:_____ Social Security #: ___________ Home Ph. Number:____________



7.  Home Address: _________________________________________________________________ City: _____________________________ St: ____


8.  Hiring Office Name:__________________________  Office Corres. Code: _______ Location, Building Name:______________________ Rm:
______


9.  Position Title:____________________ Work Ph. Number:__________  Contact Name:______________________________ Ph. Number
:_________


10. Sponsor Information Name:_________________________________________ Office:__________________________ Ph. Number:_________





HUD Sponsor Signature: ______________________________________________________ Date:  ____________

B.  Identity Verification (To be completed by Registrar or Enrollment Official and Applicant) 


11.  Identification Source Document Copies (IDs) Attached?   FORMCHECKBOX 
 Yes        IDs Authentic and Match Applicant?   FORMCHECKBOX 
 Yes       IDs Match I-9 List?   FORMCHECKBOX 
 Yes


12.  Completed Fingerprint Card?   FORMCHECKBOX 
 Yes       Captured Applicant Fingerprints?   FORMCHECKBOX 
 Yes       Made Copies of Fingerprint Card?   FORMCHECKBOX 
 Yes


13.  Capture Digital Photo of Applicant?   FORMCHECKBOX 
 Yes       Made Two Paper Copies of Digital Photo?   FORMCHECKBOX 
  Yes    Image (JPG) File Name:_________________


14. Registrar Information Name:_________________________________________ Office:_________________________ Ph. Number:_________





Registrar Signature:___________________________________________________________ Date: ____________

I certify that the above Applicant appeared before me and presented two ID source documents, which appeared to be genuine.


C.  Adjudication (To be completed by Personnel Security Branch Adjudicator)



Decision Based on NAC / NACI / FBI Fingerprint Check Results (Circle one)



15.  FBI Fingerprint Check Completed?   FORMCHECKBOX 
 Yes    FBI Fingerprint Check Results:  Favorable?    FORMCHECKBOX 
  Yes    FORMCHECKBOX 
  No  (If no, notify Registrar)



16.  OPM Background Investigation Initiated?    FORMCHECKBOX 
  Yes    Date Investigation Initiated:  ___________ (Check box 2a. Above for additional BI information)


17.  Comments  ____________________________________________________________________________________________________________


18.  Adjudicator Information Name:_______________________________________ Office:________________________ Ph. Number: _________ 



Adjudicator Signature___________________________________________________________ Date:_____________

D.  Credential Issuance Approval (To be completed Registrar after Section C has been completed)



19.     I  hereby   FORMCHECKBOX 
 Approve    FORMCHECKBOX 
 Disapprove    issuance of a PIV card to the above-named Applicant. 


Registrar Signature:______________________________________________________ Date: ___________

E.  Credential Issuance (To be completed by Issuer after Section D has been completed)


20. Verify Approval Signatures Above?  FORMCHECKBOX 
  Yes   Verify Applicant Identity Source Documents?  FORMCHECKBOX 
 Yes   IDs Match Applicant?  FORMCHECKBOX 
  Yes


21. Print Credential?  FORMCHECKBOX 
 Yes   Credential Number Issued:_____________   Credential Expiration Date: _________


22. Issuer Information Name:________________________________________________ Office:___________________ Ph. Number:___________


Issuer Signature:_________________________________________________   _______           Date: ____________


F.  Applicant Acknowledgement (To be completed by the Applicant in the presence of the Issuer)



I, the Applicant, confirm receipt of the PIV card identified above, verify that the information is accurate to the best of my knowledge, and agree to abide by all rules and responsibilities associated with this card.


            
Applicant Signature
_________________________ Date:___________




Privacy Act Statement: The information collected on this form is needed for processing requests for Personal Identity Verification (PIV) credentials (ID badges) for Federal employees and Federal contractors. The resulting PIV credential is required for access to federally controlled facilities and information systems.  Personally identifiable information is protected by the Privacy Act of  1974, as amended (5 U.S.Code 552a).  This information is will only be used by Federal staff who hold positions of trust and who are specifically authorized to process PIV credentials. For questions, contact HUD’s Departmental Privacy Act Officer in the Office of the Chief Information Officer.


ISSUER, UPON COMPLETION RETURN FORM TO REGISTRAR



