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U.S. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT

WASHINGTON, DC  20410-3000
OFFICE OF ADMINISTRATION


April 20, 2008
MEMORANDUM FOR:
Carolyn Federoff, President, AFGE Council

   of HUD Locals 222

FROM:


Norman Mesewicz, Deputy Director

   Labor and Employee Relations Branch, ARHL

SUBJECT:


Changes to IT Security Handbook


In accordance with Article 5, Section 5.02 of the HUD/AFGE Agreement attached is 

a copy of the proposed changes to the IT Security Handbook along with the purpose of the changes.  


Please submit any bargaining proposals you may have to this office within 10 calendar days.  If you have any questions concerning this memorandum, feel free to contact Joann T. Robinson on 708-3373.

Attachments
cc: 

Peggy Armstrong 
Edward Eitches, Chairperson, Headquarters

Perry Casper, Portland, Oregon

James Lee, Richmond, Virginia

Marinella Murillo, San Antonio, Texas

Lisa Lowery, Knoxville, Tennessee

Sherry Norton, Jacksonville, Florida

ATTACHMENT 1
Purpose for Updating the HUD Handbook 2400.25

The HUD handbook 2400.25 (HUD IT Security Policy) is reviewed and updated annually if necessary to address current or revised laws and regulations.  If it is determined by the Office of Information Technology Security (OITS) that current policies do not address new security requirements, then there is a need for OITS to make changes to the policy.  
The purpose of this policy update is to:

1.
Integrate mandated security requirements from the Federal Information Processing Standard (FIPS) 200, Minimum Security Requirements for Federal Information and Information Systems, and the revised controls that are documented in NIST Special Publication (SP) 800-53, Recommended Security Controls for Federal Information Systems, with HUD-specific requirements. 
2.
Satisfy mandatory requirements from OMB memo’s M-06-19, M-06-20, M-07-16, and M-07-19. OMB requires periodic reports on the state of information security activities at all federal departments, and these reports have implications for acquiring and maintaining such information so it is imperative that IT Security reviews and updates the policy annually to make sure that new or revised OMB requirements are addressed.

3.
Simplify compliance with FIPS 200 and NIST SP 800-53. HUD policies are now organized by NIST class and family. This format facilitates preparing security documentation, as required in the HUD System Development Methodology (SDM), and establishing the security assessment criteria used during the certification and accreditation process.  

4.
Satisfy HUD OIG audits such as   

· Implementing policy to address the controls to allow the encryption of data on mobile computer/devices that carry agency data.  
· Implementing information security controls related to user remote access with two-factor authentication.

· Implementing a “time-out” function for remote access and mobile devices.  

· Requiring the logging of all computer-readable data extracts from databases holding sensitive information or to verify that each extract including sensitive data has been  erased within 90 days or if its use is still required.

· Implementing procedures to ensure that data being moved to an off-site location are encrypted.  

· Implementing  controls and procedures to ensure that data stored in a remote location are encrypted.
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